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Abstract: In the present work we review the literature on data ecosystems to expand 
the current understanding of data governance. We discuss how data ecosystem gover-
nance involves coordination among different actors regarding data, data activities and 
data realms. The presence of various actors, responsible and accountable for data along 
the data value chain, create complexity and interdependencies. Our argument serves as 
a basis for both practitioners and academics to rethink data ecosystem governance by 
offering insights into the dynamics of data ecosystems and ensuring that these ecosys-
tems effectively create value from data.
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1. Introduction

In the contemporary digital landscape, data stands as a pivotal asset driv-
ing innovation, strategic decision-making, and economic growth across various 
sectors. As a single organization does not possess all the required capabilities 
and resources to create, collect, store, integrate, exchange, and process da-
ta, thus, there is an inherent reliance on other organizations’ capabilities and 
resources (Oliveira and Lóscio 2018). This leads to inter-organizational data 
collaborations and the emergence of complex socio-technical networks around 
data known as data ecosystems (Basole 2020; Oliveira et al. 2019). The forma-
tion of data ecosystems in different industrial sectors and countries presents 
organizations with new challenges, especially in mitigating risks associated 
with data collaboration while enhancing the value of data. Despite the fact 
that the literature emphasizes the importance of procedures and controls to 
mitigate risk associated with data activities at the organizational level, little is 
known about how data activities at the ecosystem level need to be governed. 
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Prior research reveals similarities and differences between governance at or-
ganizational and ecosystem levels (Scholz et al. 2022). Although the literature 
provides insights about data ecosystem governance, does not adequately ad-
dress the inherent complexity and dynamics of data ecosystems.

This paper aims to advance the understanding of data ecosystem governance 
by shifting the focus towards data as digital artifacts and examining the data 
value chain to illustrate the distributed nature of data and its integration with 
various technologies and actors. Through a literature review, we explore the nu-
ances of coordinating governance across different data realms and among diverse 
stakeholders within the ecosystem. Our goal is to expand our understanding by 
reflecting on the intricacies of data ecosystem governance and providing action-
able insights for effective management of data in a collaborative environment.

The paper is organized as follows: the next section provides a overview of 
existing knowledge and frameworks relevant to data ecosystems and govern-
ance. Following the theoretical framework, the paper details the methodologi-
cal approach employed in the study. The fourth section engages in a critical 
analysis of the current paradigms of data governance. It challenges existing 
models and proposes new perspectives to better accommodate the complexi-
ties and dynamism of modern data ecosystems. The concluding section synthe-
sizes the findings from the discussion and exploration stages, drawing conclu-
sions about the state of data ecosystem governance and its implications for 
both theoretical frameworks and practical applications.

2. Theoretical Background

2.1. Data Ecosystems

Data ecosystems are defined as “socio-technical complex networks in which 
actors interact and collaborate with each other to find, archive, publish, con-
sume, or reuse data as well as to foster innovation, create value, and support new 
businesses”(Oliveira et al. 2019, p. 590). Data ecosystems create value by having 
one group of actors produce or provide data while other actors within the ecosys-
tem consume it (Janssen et al. 2012).

The literature categorizes data ecosystems based on the governance structure as 
market, hierarchy, network and bazaar (Lis and Otto 2021). Data ecosystems can 
have different degrees of openness. In open data ecosystems, any actor can join 
the ecosystem and use data with no constraint. The primary goal of an open data 
ecosystem is to enhance transparency and support decision-making. Contrary, in 
closed data ecosystems, only certain actors have permission to access and use the 
data (Gelhaar et al. 2021; Janssen et al. 2012). Another distinction can be made 
based on infrastructure. Data ecosystems can rely on proprietary infrastructure 
managed and owned by an actor – for instance, social media platforms (Alaimo 
et al. 2019) – or on distributed infrastructure to store, process and exchange data 
(Gelhaar and Otto 2020). 
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2.2. Data Governance

Data Governance is defined as “a system of decision rights and accounta-
bilities for information-related processes, executed according to agreed-upon 
models which describe who can take what ac-tions with what information, and 
when, under what circumstances, using what methods”1. Literature on data 
governance focuses on the allocation of decision rights and the deployment 
of mechanisms to ensure the alignment of activities with organizational goals 
(Khatri and Brown 2010). Literature suggests different frameworks to ensure 
that data decisions are aligned with goals and objectives (Gregory et al. 2018; 
Tiwana et al. 2013) by identifying different roles within an organization (Abra-
ham et al. 2019; Khatri and Brown 2010); for example, data governance leader, 
data owner, data producer, and the data consumer to name a few (Abraham et 
al. 2019; Jarvenpaa and Essén 2023).

The existing literature on data governance has mainly focused on the or-
ganizational level (Abraham et al. 2019): how an enterprise handles and uses 
its organizational assets. However, recently, scholars have seen a need for 
shifting the focus from the organizational to the ecosystem level as organiza-
tions increasingly rely on sharing and accessing data both within and outside 
the organizational boundaries (Abraham et al. 2019; Jagals and Karger 2021). 
The current frameworks although provide insights about data governance in 
inter-organizational context, do not fully address the challenges, complexity 
and dynamics that emerged from data collaboration and interactions of hete-
rogeneous ecosystem actors (Lis and Otto 2020). Only recently, Micheli et al. 
(2020) empirically investigated and compared governance mechanisms among 
different data ecosystems. 

Another research stream views data like other digital artifacts with pecu-
liar characteristics and has ex-panded our understanding of data governance. 
For instance, Parmiggiani and Grisot (Parmiggiani and Grisot 2020) describe 
the importance of bottom-up decisions (rather than top-down) and the role 
of actors who actually work with data for data governance at the level. Ho-
wever, we know little about how data nature shapes data governance at the 
ecosystem level.

2.3. Data Value Chain

The Data Value Chain (DVC) outlines the progression of data from its initial 
collection to analysis, dissemination, and its ultimate influence on decision-
making processes (Watch 2018). The concept organizes an organization’s fun-
damental value-adding activities, enhancing understanding and optimization 
opportunities. A value chain comprises various subsystems, each involving 
inputs, transformation processes, and outputs. Rayport and Sviokla (1995) 

1	 https://datagovernance.com/the-data-governance-basics/definitions-of-data-governance/.
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were pioneers in applying the value chain concept to information systems in 
their 1995 work on Virtual Value Chains. Integrating DVC within a smart en-
vironment enhances the performance of firms that recognize the critical im-
portance of data (Mayhew et al. 2016). The DVC process, involves five stages 
(Cavanillas et al. 2016): data acquisition: this involves collecting, filtering, and 
cleaning data to produce an analyzable element for the data warehouse; data 
analysis: this stage includes exploring, transforming, and modeling data to ren-
der it strategically useful; data curation: this involves managing data to ensu-
re it maintains the necessary quality throughout its lifecycle (Pennock 2007); 
data storage: data are efficiently grouped and stored in a scalable manner to 
facilitate quick and efficient access by relevant parties; data usage: this activity 
integrates data analysis into business processes through tools that support both 
the analysis and access to stored data.

The DVC is designed to model high-level activities within information sy-
stems, featuring more inter-connections than traditional value chains, and is cen-
tral to the Data Ecosystem at a micro level, with numerous stakeholders at both 
meso and macro levels (Curry 2016). Contributions by Knabke & Olbrich (2015) 
and Mikalef & Gupta (2021) emphasize the role of dynamic capabilities in en-
hancing business intelligence and value, thereby enriching academic perspecti-
ves on how firms can adapt their roles and positions within the evolving big data 
and business analytics ecosystems. A robust analytics capability is essential for 
digital transformation, requiring organizations competing in the digital economy 
to invest in diverse resources such as personnel, processes, technologies, and 
organizational structure.

3. Research Method

The goal of the study is to develop a conceptual model for data ecosystem 
governance. To develop a conceptual model, we conducted a literature review 
(Webster and Watson 2002) of research on data governance and ecosystems. 
To identify relevant literature, we used AIS Electronic Library database for 
the searching phase. For key-based search, we used “data ecosystem*” as a 
keyword. Our analy-sis focused on governance in data ecosystems rather than 
data/information governance to ensure that our literature review provides new 
insights and expands the work of Abraham et al. (Abraham et al. 2019) and 
Scholz et al. (Scholz et al. 2022).

We conducted key-based search in May 2023. We also included peer-reviewed 
conference papers. In qualitative assessment, based on their titles and abstracts, 
we excluded articles that did not focus explicitly or implicitly on data govern-
ance or decisions about data management in data ecosystems. We also performed 
a forward and backward search to identify other relevant articles. In total, we 
reached 40 articles addressing data ecosystem governance.

During the analysis of the literature, key themes have emerged to delineate 
the focus of scholarly research on data, collectively enhancing our understand-
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ing of different aspects of data governance. These themes include: (i) the con-
cept of data as digital artifacts, (ii) the distribution of data tasks across various 
organizations, and (iii) the comprehensive areas encompassed by data realms. 
Specifically, these realms cover data quality, data value, data security and privacy, 
regulatory compliance, and data sustainability. Each of these components plays 
a crucial role in shaping the frameworks and strategies that govern the effective 
management and utilization of data in diverse contexts and they will be dis-
cussed in the next sections.

4. Discussion of results: Rethinking data ecosystem governance

With the formation and emergence of new data ecosystems, previous studies 
illustrate challenges in data governance regarding data rights, ownership, coor-
dination, and incentive systems (Lis and Otto 2020; Susha et al. 2017). To show 
the complexity and dynamics of data ecosystems, we draw on the literature on 
digital artifacts and data value chain. This allows us to extend the scope of data 
governance by considering data not as organizational assets but as data objects 
(Kallinikos et al. 2013) which flow continuously across organizational and techno-
logical arrangements.

4.1. Data as Digital Artifacts

Data sources range from operational data, proprietary data, machine-gener-
ated data, user data on social media, open data to personal data. Data sources 
can be internal or external. Enterprise resource planning (ERP) systems, trans-
actions, and organizational processes are some examples of internal data. Ex-
ternal data are generated and aggregated outside of organizational boundaries 
such as third parties, user data and open data sources to name a few (Günther 
et al. 2017; Zuboff 2015). 

The value of data changes over time (Pigni et al. 2016). Real-time data of-
fers insights about instant events, allowing for agile decision-making (Pigni et 
al. 2016). Historical data are collected and stored over a longer period and are 
often used for trend analysis and strategic planning. Organizations can reuse 
data multiple times without data being consumed for different purposes (Con-
stantiou and Kallinikos 2015; Günther et al. 2022; Newell and Marabelli 2015), 
due to their non-rival nature (Krämer 2020). Organizations use different types 
of data to draw insights from, ranging from raw data to data products (Hasan 
and Legner 2023). Data products are defined as “a managed artifact that satis-
fies recurring information needs and creates value through transforming and 
packaging relevant data elements into consumable form” (Hasan and Legner 
2023). Data as other digital objects are self-referential (Kallinikos et al. 2013; 
Yoo et al. 2010). Consequently, data must use other digital technologies to cre-
ate new insights from data. In other words, data creation, collection, storage, 
exchange, and process require digital technologies. For instance, a firm can use 
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data generated by users of its online services by relying on cloud services. Such 
technologies can be proprietary infrastructure managed and owned by an ac-
tor – for instance, social media platforms (Alaimo et al. 2019) – or distributed 
infrastructure to store, process and exchange data (Gelhaar and Otto 2020). A 
single actor may not necessarily possess all technologies (such as software and 
infrastructure) and thus relies on other actors’ resources and capabilities for 
data processing and exchange (Assunção et al. 2015). Putting all these unique 
characteristics of data together, we need to expand the scope of data govern-
ance. First, to (re)combine data efficiently and effectively, data governance 
needs to focus on data formats and protocols to ensure the interoperability of 
data across different infrastructures. Data ecosystems could deploy guidelines 
and a shared framework (Kazemargi et al. 2023) specifying how data is to be 
shared in order to data facilitate data combination and (re)use.

Second, for data ecosystems to function and be sustained, data must be reused 
by different ecosystem actors. The ability to reuse data depends heavily on data 
governance. Data governance needs to control for what purposes data are used. 
In particular, data ecosystem governance involves defining policies and rules to 
determine what reuse purposes will be allowed in the ecosystem. 

Third, controlling data resources needs to be another scope of data ecosys-
tem governance. Since data flow across organizational boundaries and infra-
structures, what infrastructures and applications are used for data creation, 
collection, storage, exchange, and processing data become relevant for data 
ecosystem governance.

4.2. Distributed Data Tasks

Considering the characteristics of digital data, organizations need to continu-
ously make decisions around data access, data storage, data analysis for data-
driven business models (Lange et al. 2021). This expands the scope of data 
ecosystem governance to include not only data as digital artifacts but also the 
alignment of data tasks with the overall strategy. For instance, decisions about 
revealing corporate data as open data (Enders et al. 2020) need to be aligned 
with a long-term organizational strategy. At the organizational level, the aim is to 
maximize the benefit of open data for an organization while limiting the negative 
consequences of open data. Such decisions have direct implications for value 
creation within an ecosystem.

Data tasks are interrelated. Decisions about data collection, curation and con-
sumption (Basole 2020; Chua et al. 2022) influence data collaboration and con-
sequently data-driven innovation. For instance, Parmiggiani and Grisot (2020) 
show that decisions related to data production and use influence data quality 
and consequently value generated by data. Within an ecosystem, data tasks are 
distributed among a diverse set of actors. For instance, Basole (2020) outlines 
some data are curated by different actors with different expertise and interests 
(e.g., crowd). Thus, data ecosystem governance should be seen as the effort to 
ensure the interests of the key stakeholders who own, provide and control plat-
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forms and technology (2019), but also as the efforts to coordinate a diverse set 
of actors who use and share data. This is consistent with the work by Janssen et 
al. (2012) who argue that sustaining data ecosystems depends on the motivation 
and engagement of not only data providers but also data users.

Data ecosystem governance also should include not only what data to govern 
but also the data value chain: how data are created, collected, stored, exchanged, 
integrated, and processed. Governance over data tasks limits behavioral com-
plexity, promotes fair use of data as collective resources, and addresses tensions 
among actors (van den Broek and van Veenstra 2018) to facilitate and promote 
data shar-ing (Lis and Otto 2021).

Previous studies also discuss data ecosystem governance needs to address also 
incentive structure (Tiwana et al. 2013), how to provide a structure and incentive 
to promote the participation of (new) actors generating, collecting, using, and ex-
changing data (Heinz et al. 2022; De Prieëlle et al. 2020).

4.3. Data Realms

Data ecosystems play a crucial role in shaping the digital landscape, demand-
ing effective governance to optimize their potential and mitigate inherent risks. 
Within these ecosystems, several key elements – data quality, value, security, 
regulatory compliance, and sustainability – emerge as fundamental to their suc-
cessful operation. High-quality data fuel accurate insights and superior decision-
making, while the management of data security and privacy safeguards against 
potential violations and enhances trust among participants. Moreover, navigating 
the varying regulatory landscapes across different jurisdictions poses significant 
challenges, necessitating adaptive governance strategies that ensure compliance 
and facilitate long-term sustainability. As these ecosystems evolve, the need to 
balance diverse stakeholder interests, uphold data sovereignty, and sustainably 
manage data resources becomes ever more critical. This interplay of factors un-
derpins the overarching frameworks and strategies that govern data ecosystems, 
ultimately influencing their efficacy and value generation. A description of the 
key elements follows:

Data Quality. Data quality influences the value that can be extracted from 
it: high-quality data enable more accurate insights and better decision-making. 
Data quality includes the integrity of data that organizations generate, collect, in-
tegrate, or curate (Basole 2020). In particular, evaluating the quality of open data 
is particularly important to ensure its accuracy and usefulness for various ac-
tors in a data ecosystem (Najafabadi and Cronemberger 2022). Evaluation of the 
quality of data requires a set of definitions, standards, and rules. While some or-
ganizations have adopted the organizational level standards, in data ecosystems, 
shared standards are needed. In the lack of shared standards for data quality, 
data ecosystems face the challenge of managing different data quality standards 
(Jarvenpaa and Essén 2023). 

Data Value. Data ecosystem governance needs to address the interests and 
expectations of a diverse set of ecosystem actors (Lee et al. 2017; Scholz et al. 
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2022). This is a challenging task as these interests and expectations often differ 
and can sometimes conflict (Lauf et al. 2022). To sustain data ecosystems, data 
governance frameworks must incorporate data sovereignty2, allowing stakehold-
ers to negotiate and control the use of their data (Jarke et al.  2019). Another 
challenge in creating a sustainable data ecosystem is to ensure that all actors 
capture value, especially data owners. Thus, governance and the business model 
of data ecosystems are interrelated concepts. 

Data Security/ Privacy. Enders et al. (2020) studied decisions related to data 
sharing and risks associated with releasing open data. Beyond carefully analyz-
ing competitiveness and innovation opportunities, data security and privacy is-
sues surface within data ecosystems as how one actor handles data may lead to 
a security/ privacy violation for other actors (Davidson et al. 2023; Newell and 
Marabelli 2015; Vial 2019)digital data are captured through a variety of devices 
that have the ability to monitor the minutiae of an individual’s everyday life. 
These data are often processed by algorithms, which support (or drive. Thus, 
data ecosystems use a diverse set of governance mechanisms to mitigate secu-
rity and privacy risks: for example guidelines, standards, contracts and bilateral 
agreements (Burmeister et al. 2021). 

Regulatory Compliance. Data and data resources are managed by dispersed 
actors across industries and countries with different regulatory landscapes. In 
sectors with lax regulatory enforcement, regulatory compliance and norms are 
minimal, whereas highly regulated sectors require more adhesion to national and 
international regulations (Martin et al. 2019). Given the the complexity and evo-
lution of the regulations coming into force, data ecosystem governance should 
therefore be aware of this and aim to resolve it (Kazemargi et al. 2023). 

Data Sustainability. Deriving insights from historical and/or (re)combined 
data over time has given rise to data sustainability discussion. Data sustain-
ability refers to the capacity to “data accumulation in the past and present is 
used to meet the needs of the present generation but without compromising 
the data’s use in the future by heterogeneous, independent, and unknown 
actors” (Jarvenpaa and Essén 2023, p. 100449). Given the evolving techno-
logical and social arrangements, data sustainability is a crucial aspect of data 
ecosystem governance to ensure value creation in the long term by reusing and 
recombining data. 

Conclusion

This study focused on the dynamics and the governance frameworks within data 
ecosystems. By embracing a perspective that views data not merely as organiza-

2	 Data sovereignty refers to “the complete control over stored and processed data and 
the decision on who is permitted to have access to it”. According to GAIA-X: Driver of digital 
innovation in Europe (2020).
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tional assets but as dynamic digital artifacts that continuously interact across vari-
ous boundaries, we uncover the complexity in data management and governance 
at the ecosystem level. Our research underscores the critical role of integrated data 
governance frameworks that align with the evolving nature of data ecosystems, 
marked by diverse actors and technologies.

Our contributions emphasize the importance of redefining data governance to 
encompass broader scopes – focusing not only on data protection and privacy but 
also on the strategic utilization of data through the data value chain. The proposed 
governance frameworks need to account for the continuous flow and reuse of data, 
ensuring interoperability, security, and sustainability. Such frameworks should also 
foster collaboration among ecosystem actors while balancing individual and col-
lective goals, addressing inherent conflicts, and enhancing transparency and ac-
countability. Moreover, by emphasizing the role of data as digital artifacts, the 
paper provides a novel perspective on how data is managed and utilized across 
different stages – from collection to usage. This integration can highlight the inter-
connectedness of data management processes and offer a holistic view that is often 
lacking in traditional data governance frameworks. This approach may lead to the 
development of more comprehensive governance strategies that address both the 
technical and organizational aspects of data ecosystems.

On a final note, by rethinking governance in light of the distributed nature of 
data and the multitude of actors involved, the paper emphasizes the importance 
of better coordination, transparency, and efficiency of data sharing and utiliza-
tion. This is pivotal in managing the inherent risks and maximizing the value 
derived from data ecosystems. As data ecosystems continue to emerge and grow 
in complexity and significance, the insights derived from this study could serve 
as foundational guidelines for policymakers, industry leaders, and researchers. 
Future work should explore practical applications of these governance models in 
real-world settings and their impacts on innovation, efficiency, and the equitable 
distribution of data-driven benefits. This will not only refine theoretical models 
but also ensure that data ecosystems are leveraged effectively to foster sustain-
able growth and innovation across sectors.
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